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Abstract A new geometric invariant video watermarking method is proposed based on DCT feature blocks that can satisfy
of DCT feature blocks are selected as the

d accordingly for frame registration before detection is conducted.

the real-time embedding requirement. In the algorithm, certain b
embedding points. The synchronization block is calcul

On the detection side, the feature blocks are firstly extracted for the localization of the synchronization block. And then
neighborhood search is implemented on the synchronization block to accurately estimate the geometric distortion. After the
frame registration, feature blocks are extracted again for the final watermark detection. Experimental results show that the

watermarking system can resist to geometric attacks well with satisfying good invisibility, real-time and security properties.

Vol. 12, No.5
May, 2007

Keywords

generation watermarking scheme, low complexity

[l

1 3]

HETRIL SRERMEERODEER R, B
FEMBRER B R T EENEKE .
BREBHFTHERRIEMEHWER T REUR
HEN BRAEMBE . BFEKDERGHH, REE
AR RATHRRT , ELIRAL D BEEEH
FEEREBRPBFERNEN,

ESWB BEFHBAFTRERTEHF LW H (705038)

§5 9% B % :2005-11-26 ; % 6] B 1 :2006-04-26
E—EEMWNx LA (1981 ~
BPREBES, E-mail: gianli_2003@ 163. com

video watermarking, geometric attack, DCT ( di

te cosine form) domain, feature block, second

RIFK DB R LRI BT KEARARPR T @
A — AN PR R, AL T 8 AL R RUK ED SR %, AR
TKEPELIRT R & R WS AR
Sh ERIEAERMMEA —E ML,

U Bty 72 5 LA 7K 4 RSB i Bl 19 T8 i
BZ— mFEBE TR MR KEER R L%
RO FBK ML HATA LT B AR T A
REBILMBE" 51 PR R BB, R E
1 F 43 JLA Bk 7 R A R AE SR AT K ER R A B i

) Ko 2003 SEREPRBEREFLEM ABEPHERFHLITIEE, EEFTT 0 HRFKEP KR



820 P EERERER

L BVE: 4

SRAEZE 18], 0 FE XY JUAT 28 2 A 28 ) DFT ( discrete
fourier transform ) 8 # # A 7K Ep'*), {8 i F 3 #
ERERRERRIBESR, BEAESTFRE
FROVMASE 2 FRBITHEN, BI7E RN 55
B EGA LIRSS, DMK E TR
HILMAE, KRN EEBARBERY, BH
FEERPERESEZAE BRHREARAR
BHEeH;FEEREY HERERE. 1,
L R B B B B E R R AOK ENE B 58 2 K ED
AR g B A F KB R HILA B B

HCE Z R B W) DCT(discrete cosine transform )
BRFKED T ERERAEGAR AL D E
H AR K ER ik A FRL B B £ 3 9540 £ B R AR B LT 2K
#, HEZARR, Bl FREORAERARHHE
ICRATIE B, &1 0 A0 580 F A BUIE e,
MiieEmRmE RN IEEE, K, B FRKA
WS BESHRT, KPR ELHAFABRDB L
B MRKEREFENAHFAHERX—ER,

XE[I0] R T —RETEHRMKEPNLE
HE AR, HABMRSULMBE , FE A8 2 Hx A KB
HRER, HEER RIS P WK iEsh Mz
ERBEEPHMTRAR -—HRASZHREN—HE
BB IS ERRESHENKERRAME;
T ZE R0 o , U S e 0 1 W38 2 e, 3 AT A L
FERER UMREM IVBSEER, REHETH
RIFFHEER, UEHELKERANE. ZHEER
EERBRRLBAE, BHALERASHTAEE
Yo Ath JL A0 B B B B

AXEHT —FETF DCT HABMEHRNE 2
WPKENF R, ZH BT R FWEB LML, &
J5 3 7€ DCT 38 il of %6 IR — & #9461 SR 4B g K B
BARFHARSEST BB PN RS REEK
EPRY I BT AT JL T B o o 4R B b, A T 3 U 8 S
PLAETESR, UM BB RR S R, R RS RS HRE
FISBIRIB R R W AT M LT R Ko B
BMKEE, REBRBBUISER AT KEDKEH,
SR E T R, R E T A E W a5 B,
B T4 9 32 SR K B A ik A i 8 #87E DCT 38 8
LA, BT RO RERMK. LRI, ZE%E
B LM Bt .

2 ETDCT HRFERMKEDEZ

DCTEAERRBM AN MAmBIH RN R

B, #£ DCT s P s BRI 4R 1E , h F AT A
AR B Bk M 45 A, AT AT oK K BRI K B 35 8k 6
ERE,

HAEMRREBEREKEZRAT 8 x8 3 DCT
¥, % DCT 1P, ERAZBATHIC—-IPHER
EERXQELRRH) SEAKBEMN-BEE, R
[F# AC (alternating coefficient) EH I K/MN BT
et o7 A 23 388 ke o 3 BE U R R f ) LR [ B A R AL
B, HFHERKBRET BREETEREIDE
{t.,,Bo Shen % T H#7Z DCT HP#E LT E
DCT B iy AC ZE AR E R RBE B IKENEX
s H " (R () FR) o

7 7

A=Y YR, (o) #00 (1)

=0 v

BRHEFR(1)PEET DCT HAERLK, Hik
AT ERA RS EE R ENARESS RS,
8 T B CRAE R T3 AR A S O SR BB LR R L 26

AIXHREM A DCT WM R BORRBAR
—EQARBHHFTER(BELE AHHD) , b
F AR 3 6 550 3 BB, B O I R B RE K
BREBHEMASZAKNOE W, R0 ERFE
B i 2 B i 72 P A BR B (8 ) AR X K /D SR AR B 4 3
9 B (L, LA T oA 8 0 o S AR IO 3 5 4k A\ 3 B9
REBHAS, FERRBROELBRNT:
E X ‘

D AL MY
S, S ABLIE M 1 BT, @A T S M
BRH, SR, R4 DCT S b,
4159555 m AR b, BREBY DOT S4E%
RIS,

o 0 O o C o o O

[ - - I - - ]
OO OO OO o
00 O O O O m
S 0 Q0 Q0 O O © O
SO0 C O 0 o © O
0 0 o o b o o
[— 20— — T — T — N — B — -]

A1 SREBREIEM
Fig.1 Block-selection-mask M

B 2 R HE R R BOR B, A E 2(a) R 46 A
%, B 2(b) BRI LRI EME 2(a) B 82



Esm

& A% —FET DCTHFERNTILAIRE BB AKE 821

(a) RiA®

(b) IR SR

B2 RERERRH
Fig.2 The extraction of feature blocks

WEsk, EMNEETEHRPREELBENRANK
B, AE—FERE LR T BRKERIFE,

HTHAEHNEH BRI EGEAEZHNTRE
B ARREERELE b BRRKOE T FER P&
AKE o ST R, TTEE L E K SR A K
ER, LAsEE 5 7K B 40 A XS 0 S £ SR 4R BB IR
R RS MR B HRA KRB B A BESR,
LK EP R AHERUE R M (T A E fUR embed)
A3 BrRo

[ — - I I - L
OO OO0 OO m
[ - I - - -

S o m om0 OO
OO e amomom OO
[ — T — T S )
[ - N - I
C OO0 OO o om

B3 KERABRER M,
Fig.3 The mask M, of watermark embedding

KEBAP, AXRGHAALUEER
(human visual system, HVS) %4, 3 R FASCHR [ 12]
i) Watson BRI HK ED R A B3R BE , LUIR R K ER
HEEE, RAKBKIENT:

P CoitTio M, o0 WMRC,,;>Tip

o O
Hof, Ty 2 th Waston #RY 15 Hi i A A7 2R 0 9 i
FERMEChu G A HIRRAEEANIE M
DCT Z¥ M, , R IKEPiix A R AR M, JE B o
F(u,0) HRY,w RFRAKNKDEL,

MRS, REESREHARN R LT
BoEX G MMEER D HHTKBYHEXEN, KX

TH—-FRERMAER R, K0H LB KK
REBEAER, UBABMREFF KB R
R O

3 LAkAERNSHE

MTFRARBKEERRT KNS ER
X FEE 1 BARAR M o — 2k 40 O B B AR FIE R
BHEBEMRELR. 2ILAERE, i TFAZMHSH
R 1T RE R A AL, 1OR 5 B0OR B0 o £ 4R B R 5 ik
AN v B 2 5, AT i Bl — 2907 19 DCT 3k, 3X
RN R H SRR EER, A3
Rk

AT HBILA RS, E BT KR Z AT, TE
Xtk KB BRIAWGHAT LR, AXTRFPEXLT
— A REER, BT IAT R IL A, B T R
RESEBTRAMAE 5L EHE, ATERS
WA S5, B ] R KB K BB R,
0, R 00 S AR 4R 4 TR R L B BT K R
FHGRBERSRGSREE BT RTHER
R AT R LAT AR TE , 3 X B 08 B AR B IAAT R
137 B9 JLAT 3% A8 B, DAOK L M IR By A T
3.1 EHFRBEM s

B E R BT R R B AN TR KK ER
ARSRN HEYFREBRKNFEREG LN, X
ERNBEAERERTHRAMMREER, BE5R
BWABEESRE, i FTEMNRNETRERZILE
BRWER, BT AERAVRENR SR, &
SCRAR SR AL F 3k B 3R 3R AE 4R AE 3R 0 G2 it
etk

BEMFHR B #, HEE R % Z K DCT
HIESR B 3t ¥ X Se R 3 MR b, A K B/ ) 0P 43
Bg M (g>2, URIERERBHELHE)RESR
D(ie[l,q], X, BAEE D, PAY n, ML
B A, RGN XA 510 53 Z 05 kK
Al g MUE o, e (0,1)(ie[1,q], B R
Yoo =1,(i e [1,9]); 5 75 855 W 84 fn 42

FH% B 0GR, HHFRIA ) FR,
2y =round( ﬁa,(%z x,) )

Vs =round( iai(—l—zh) )

B e,

(4)



822 FEEARELER

F12H

HP g, 5 78 ANV 139 50 78 40 480 W1+ 9 A A At
B ,%5,7s(B eD,) KRR B EERMM L AR
£ 8 ,round B FMU&HABRE,BIH X E4
HIERES S PIRRG T F 8 ; R )5 A R AL
{55 A 1 BT B ) WLSR W A AP S SR

B TR 2 50 B B T AR T B0 R 1E SR I G2
B8, BAF —EWUR AR, B e AEJLRER
WA o R0 3 8 5[] 5 SR i L e S 32 38K 7T
ARGEMERHFERREEMNEREM,
3.2 BREE

BT DCT R AFHMME R, £ L3 LT EFE
&, R MG AHE AT R R 5 DCT R34 5% ; R Y,

(a) FBEHRLR

Fig.4 The localization

.

(b) He¥t S5 MR 5
M4 RBREENL

BTFERS RO ELE P, FEH LRI ERK
W& A AR S, T H X SR ER2ILERE,
B SRARNRPRFE—EN RS, LA
iR U

R SR E R R S RO E X R
W 4 FTm o 3 IR E B4 51X BT R A R & % 51
kRBUEROFAPROEL, KB, REDHER
ROBER)RRRARBREFL 5, T E BN
RTRESNEHT ARG ER G, A 52
B RMFEL R, HLALUES, HMRFE RN
BEBREE—EHNWE, BAGREERER S
BRI W BT BN

(c) BHEHRER

hronization block

B — R, B B T AR T R R R
BRI (8], 3F 7T F) R A S 0 B9 07 Ok A5 31
P JLFT K Ko (Mauro Barni 7ECHRR[13 ] ik
T HEEREERLE.)

i, £ K ER B0 R A S 7 B0 A 03 ot T T
W, WERSRFHEARBRENKED, K
BRI ANE B, AXHIRALBENAT HVS
R,

FEKEN BRI i, B S AL R B R, RIE K R
BB B2, R 57 248 R VT BRI LT AR B, 3 0t
HIBL K ZE B A 5 i A S5 ) 89 D BE AL AP 51 A 2K 5
BB TRBNNREILT S RA BN, B 4H
K AE B (I, B BB T WM B ¢ LI AR B
HBLOHER ERPETRRE B RERAE
@R KRB FEY,

BT ILAAET G , BT X 843 A 3L
ARG

4 JKEPRIHRA FO4E T
4.1 KEHAEE

KEHRAMERTRME S iz,

1%191 lmk

A 3
Tt mps s PR

LA v
| BAKE > SAKERTM

RAHE SR

Y

S5 KEABERRRE
Fig.5 Watermarking embedding flow

g FRIEK B AN T 0L I 4R R LB B A, K Ep iR
ARTEIWU#TT. ABERNT:

(1) BBESBH m MFEDR, BTl
W KA RE, SEH P, A 720 x 480 K/ BB



5

& A% —WET DCT BAHER MFULMA BT BB K 823

Wi Susie KB 400 MEMEBRREES DIR B HE;

(2) BAFTBMRFERITERSREME, I ik
AKE;

(3) RE\EHRAKEKE B R Lbit, EN m 5
ERFHEB nL(nL <m) 4 b, ERKE R, B E
AME B bit 4 HIR AR 0 MEESR P, KERALE
DCT R i P A E 43, ik A TR B Watson BB i+ 8

B3,
4.2 KEPHRAUEZ
KETER BB ERSBRNE 6 Fim,
lmm
NARKS TR R
1 R R | s .
" g% RS > SHBR
i P I
=W | [®=m |, "
bt ik [ RAEE

6 KERMALNE
Fig.6 Watermarking detection flow

(1) XFILMEEK I, §5%7E DCT HF#
BURES, B A BMN ML 8, ARG X F 5
EEBNTSRERIFHFTHREN, BEHITE
BV 0 2 LT TR, 3 X5 T R LR TR i
A

(2) MHKEEREHN [ MERER oL MFE
B, H %3 BANKENE R bit £ n A DCT S 14
BEATKENA R T, R 58 o n AR B {EOR AR
BAP EVIHKEREE (2, (WRS)FIR) o

7

(éiv-,' * pu,v ‘ Mn,u)

Mq

d,

0 9=0

(5)
d;

M=

%

e ,d B iDCTRGHERME,C, RS
AYeh i DCT BB, p,., 2 B 46 Db B 4L 7 51 18,
M, R A EREAUERE M, SRR

(3)7E KA 1 U 45 48 40 K B R BB 4,
HEBLEA KA I MHKRIEERE IR HK
ERN 5B, BKBRIEMR (6) B ; RJ5 R R
HEKANIWRBERZA s, ME s =0, WK T
ABHESRAMRAMBILEROFENR, T
W, EE R s KBS RE,

K

s=Y s

k=1

W={sgn(max(|z,|)) mEs =0 (6)

sgn(s) ot
5 XRERRMEESN

5.1 ®utpe

9 HBEA TR 9 7K B iR AL B 32 9 W SIS LT
K E A, AR XM FF 51 Susie |53 51K A&
3CH) DCT fRMER B & sk F XAk [ 101 h 012 33k
BRI ERIEAKE . Had, &4 1R 100
FRAESR R A K B, 3 20bit B9 7K ED {5 B 8K Ao
LREFRNAET ~EI Fin,

KRR E (%)

BANE O EHRAEFE

7T ARABRTB + RWERRMER
5,(2,1)8,(3,4)8;(7,5)5,(10,0)5,(15,15)54(20,20)
Fig.7 Detection results after shifting + cropping
5,(2,1)8,(3,4)8,(7,5)5,(10,0) 55(15,15) §,(20,20)

AN

g 80

o

& 60

£ «

2 5 —~—kH%

-8 BHRERITE
-30 -I5 -5 -1.5 15 5 15 30
WS ()

B8 FREHEAENBIER

Fig.8 Detection results after rotation

BHTREYB + BRUGHIBREG R, FH
S(x,. ) RAVE + BURMEHF «» RERTF¥H
B,y RARSIVBE, B 7 HETR, F3XH
REBRFREAAFABENRR VY, B3R
BB RARKALCBEBRN T YEX VB ES
il 16 (B HRK/N) JE 6 00 2 J0) R T B

He,EIREEFMEHEHNRMER, H
B, 9(b) R LR R LB 48 B BEd% 10°)5 94 M
GR. YleHAENT 15°, B MR 0.9~1.2



824 P EEEEAEER B12%
. . RN o "
80}
g g ® /
oo} ¥ ol
5 -
g 0} g 40
# # —— &K%
2r - égiiﬁ#ﬁi » - BHRERTTR
L P . . L . ) 0 . . . . - .
0 05 08 09 095 1 105 L1 12 15
05 08 09 095 1 105 1.1 12 15
e R

(a) RALFERNBMLGR

(b) RF LG B NS 10° /5 By ML R

B9 TRIR K 45 A A 0 5 1
Fig.9 Detection results after scaling

WL, AXTRBER T REFGBEE, XK, EI
R EA R I8 B LLHEA — 0 R B T B 2
RO MR o 2 HE 7 1 45 T 28 e 60 3 BE 3 K,
WM REF TR, HEERE, - ERET RN
KEFHRA R T DCT 51N, 53R B i JL 07 28 4 3 3
TRARSEARERERGRAL ;B —FE, B
BREFBTENKERENBEHRAGTHEFH, 7
T, 2T e ) 5R3E 3 kM 0 i AL B R SRR, LR
ARBLMHRR, BILARERRFREBHE
i

BEAh, 35 Bk 4T MPEG-2 A 1 /K 45 ik i 45
REY, Y% % M3 3Mbps B, & X RII8E
B8 100% R B T R

R1IERTHMENLMEHHLBRER, A
TREBEEREH BN,

(b) Susie & 7k B35 F 4§

(a) Susie JF 39151 H &

21 FELARHERMER
Tab.1 Detection results of other attacks

b & -3 BRMERE(%)
WAL (GREE0.1) 100
B WA (3R 0.05) 100
W (3 x3) 100
W BIN (5 x5) 100
it 100
5.2 FAH#

i@t 2% Susie A1 Foreman 5™ ¥l /¥ 5 3k W
REEHART LM, HEBBR KA KEEHHEAN
3% B PSNR ( peak signal noise ratio) {8 4 il 2
44.3dB M 45.7dB, B 10 B R T KEM AR /5 &
DT E R R

S g

(¢) Foreman JFi ¥4 P 4§ (d) Foreman &K Fi 45 A 1§

B 10 KEHRARBRERR
Fig. 10 Imperceptibility of the embedded frame

5.3 iNERE

FEKEPRIR A BB, i T A - E R 76 DCT 35,
BT ARER B SR BB, AR E %
RIERERKBEMR . BMRAR LR EERER
AR T R AE SR SR BB A, T3 — ) 2 R R 4 SR
WMERRH MK, KEEEREN 0(n), LRW

R AL BN T 1158 WBMMIMM T 2s
et I8, T 0L F e SR B 2% , AT LK i R 9
5.4 2%
ERBAMMRELE D, AXRRELTIAR
FRBRFPRASKMOME, B FARMNEHXTER
FSRE  ATIERS R BZ2AR. MRE



H5H

8 % —ET DCT A Sk i HiJL AT B i WA K B

825

HERHAERA, IR T LR RS R AL
B, LR A AT BE XS [ 25 B EABESR , X AR N TR
BB E , KKK ET REN L LK,

6 & it

AXHRBRTE2LRKBPRE, KRKEEN A
RTRABENARERFR. HEd7 DCT Hb
R BAFIEBRHEAT K B ik A LT AR T A 3T, AT 6
BEEHEEERKER. RRREERFERTFIRA
KER, A HVS L8, LILAKEPHERESH
AT A BT E 5 IR B A PR SR B9 8 TH1E B R 43T
HRE IRV Z LA ER, LR B L K&,
LRIER, AT RESRFRETILTIGE R
F B AT A KR 2, 7T A T R
WA RRAL R

§ % 3 ik ( References)

1 Liu Jiu-fen, Huang Da-ren, Huang Ji-wu. Survey on watermarking
against geometric attack [ J]. Joumal of Electronics & Information
Technology, 2004, 26(9) ; 1495 ~1503. [ X JL3F, ®iE A, K4
B B ASHRLARERRER]I]. R F5HB¥R, 2004,
26(9) : 1495 ~1503. ]

2 O’Ruanaidh J J K, Pun T. Rotation, scale and translation invariant
spread spectrum digital image watermarking[ J]. Signal Processing,
1998, 66(3) ; 303 ~317.

3 Solachidis V, Pitas I. Circularly symmetric watermark embedding in
2-D DFT domain [ J]. IEEE Transactions on Image Processing,
2001, 10(11) ; 1741 ~1753.

4 Pereira S, O’ Ruanaidh J J K, Deguillaume F, et al. Template based
recovery of Fourier-based watermarks using log-polar and log-log maps
[A]. In; IEEE International Conference on Multimedia Computing

10

11

1

N

and Systems[ C], Florence, Italy, June, 1999, 1: 870 ~874.
Hartung F H, Su J K, Girod B. Spread spectrum watermarking:
Malici ks and ks[ A]. In: Proceedings of SPIE
Security and Watermarking of Multimedia Contents[ C], San Jose,
CA, USA,1999: 147 ~158.

Kutter M, Bhattacharjee S K, Ebrhimi T. Towards second generation
dings of 1 -

ing’ 9 [ C], Kobe, Japan, 1999:

watermaring schemes [ A]. In: Pn
Conf

320 ~323.
Celik M U, Saber E, Sharma G, et al. Analysis of feature-based
geometry invariant watermarking [ A]. In; Proceedings of SPIE;
Security and Watermarking of Multimedia Contents II[ C], San Jose,
CA, USA, 2001, 4314 261 ~268.

Kaewkamnerd N, Rao K R. Wavelet based watermarking detection
image ion[ EB/OL]. http://www - ee.
uta. edu/dip/paper/tencon_water. pdf, 2000-09.
HUANG Wen-yong, TANG Long. MPEG-4
formation attacks[J].
Mini-Micro Systems, 2005, 26(5) ; 803 ~806. [ XX 5, ME. —
FhYU LTS #e B 9 MPEG-4 MBI ROKED R (T). MEME
HEHLR L, 2005, 26(5) ; 803 ~806. ]

Ye Deng-pan, Dai Yue-wei, Wang Zhi-quan, et al. A Fast motion
Segmentation Based Watermarking for MPEG-2 Video [ A]. In:
proceedings of 8th International Conference on Control, Automation,
Robotics and Vision[ C], Kunming, China, 2004, 2. 1088 ~1091.
Shen B, Sethi I K. Direct feature extraction from compressed images
[A]. In: Proceedings of SPIE; Storage & Retrieval for Image and
Video Databases IV [ C], San Jose, CA, USA, 1996, 2670.
404 ~414,

on Image Pr

video-object

king sch istant to geometry

Podilchuk C, Zeng W. Image-adaptive watermarking using visual
models[ J]. IEEE Journal on Selected Areas in Communications,
1998, 16(4) ; 525 ~539.

Barni M. Effectiveness of exhaustive search and template matching
[J]. Signal Processing Letters,

+ d h

against Y
2005, 12(2);: 158 ~161.




